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1. Introduction  

mToken CryptoID is smartcard token compliant with both standards PC/SC and CCID. The 

mToken CryptoID provides pkcs11 middleware for Linux and Mac OS based on the pcsc-

lite. Please make sure the pcsc-lite with CCID driver is installed in your system and add 

mToken CryptoID support.  This document will guide you how to add mToken CryptoID 

support into Linux and Mac OS.  

 

PC/SC Standard  

PC/SC is the de-facto standard to interface Personal Computers with Smart Cards (and 

smartcard readers of course). Even if PC/SC has been initially promoted by Microsoft -

and has been implemented for long time in Windows-, the standard is not limited to MS’ 

operating systems. 

PCSC-Lite is an open source implementation of PC/SC, part of a global project named 

MUSCLE (Movement for the Use of Smart Cards in a Linux Environment). Despite its 

name, the PC/SC stack offered by MUSCLE is not limited to GNU/Linux anymore. Their 

compatibility list now includes other popular UNIXes, including Apple Mac OS X and 

Solaris. 

CCID Standard 

The USB CCID specification published by the USB Workgroup aims to normalize USB 

smartcard readers, in order to have a single driver (supplied once for all with the operating 

system) for virtually any reader from any manufacturer.  
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2. Support mToken CryptoID on linux 

2.1. Install driver on Linux 

 

PCSC-Lite project includes an open source CCID driver. This driver has been tested with 

mToken CryptoID on GNU/Linux, and should work on the other operating systems targeted 

by the project. 

 

In this part we’re going to install PCSC-Lite and CCID drivers on Ubuntu. Some parts of 

the procedure may vary a little, depending on the GNU/Linux distribution you’re working 

with. 

 

1. Download 

Go to pcsclite.alioth.debian.org to download both PCSC-Lite and its CCID Driver: 

PCSC-Lite: file named pcsc-lite-x.y.z.tar.bz2, “x.y.z” being the version number,  

CCID driver: file named ccid-x.y.z.tar.bz2, “x.y.z” being the version number.  

 

Switch to root and extract both archives. 

 

Note: On Ubuntu (and on some other Linuxes), connecting as root is not possible. In this 

case, one must prefix every command by “sudo”, to gain root’s privileges temporary. 

 

2. Installing PCSC-Lite 

Note that on some Linux distributions, the system comes with a pre-installed pcsc-lite.  

 

Before to install pcsc-lite you should also verify that libusb is up to date and if necessary 

install the dev version. 

 

Open a terminal and go to the directory where you have uncompressed the PCSC-Lite 

archive. Enter the commands: 

 

./configure 

make 

make install 

 

If the configure step fails with message error: usb.h not found, check that you have the 
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libusb library installed. If needed, please install it, and then give the path to this l ibrary to 

the configuration script: ./configure LIBUSB_CFLAGS=....  

 

On Ubuntu or Debian, you may alternatively use apt-get to download and install the libusb-

dev package : 

apt-get install libusb-dev 

 

3. Installing CCID driver 

Open a terminal and go to the directory where you have uncompressed the CCID Driver 

archive. Enter the commands: 

 

./configure 

make 

make install 

 

2.2. Change Info.plist to support mToken CryptoID 

1. Locate the file called Info.plist, for example with a command like this one: 

 

sudo find / -name Info.plist 

 

You will, for example, find it in 

/usr/lib/pcsc/drivers/ifd-ccid.bundle/Contents/Info.plist  

 

Edit Info.plist to add mToken CryptoID. 

 

2. Add mToken CryptoID USB Vendor ID 

Scroll down and locate the block beginning by <key>ifdVendorID</key>, 
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Scroll down until you reach the end of the block, 

Add 2 occurrences of the line <string>0x055C</string>. 

 

3. Add mToken CryptoID USB Product ID into ifdProductID part: 
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Scroll down until you reach the end of the block, add the following lines:  

<string>0x0223</string> 

<string>0x0229</string> 

  

 

4. Add the names of mToken CryptoID readers 

Scroll down, locate the block beginning by <key>ifdFriendlyName</key>, scroll down 

until you reach the end of the block, and add the following lines: 

<string> Longmai mToken CryptoIDA Reader</string> 
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5. Enabling PCSC-Lite daemon 

PCSC-Lite’s pcscd process must be running in the background.  If you have some problems 

with the daemon you can launch it this way to see some error messages: pcscd -fd 

If you see some error messages related to “permission denied”, try to launch make fix-

rights from the folder where you have downloaded pcsc-lite (use sudo if necessary). 

 

Starting pcscd manually, open a terminal and go to the directory where PCSC-Lite has 

been installed. Typically, this is /usr/local/sbin/pcscd. In this directory, enter the command. 

/pcscd, configuring pcscd to be launched on startup.  

 

It is better to have pcscd automatically started when the computer starts. To do so, you 

must add pcscd in the list of processes started in rc.local or equivalent startup script. 

 

6. Validation 

Plug the device onto an unused USB connector, in a terminal, use the command lsusb to 

verify device’s information, if there is usb device with VID 0x055C, the mToken CryptoID 

is connected normally.  

Run pcsc scan to test mToken CryptoID token works normal. From the command line, just 

type pcsc_scan. 
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2. Support mToken CryptoID on Mac OS 

Starting with MacOS X version 10.4, the PCSC-Lite package and the CCID driver are 

included in the system. We just need to add entries for mToken CryptoID into the 

configuration file of the CCID driver to have them supported. 

2.1 Configuring CCID driver to support mToken CryptoID 

1. Open CCID driver’s Info.plist 

Open a Terminal window and enter this command: 

sudo nano /usr/libexec/SmartCardServices/drivers/ifd-ccid.bundle/Contents/Info.plist 

 

2. Add mToken CryptoID USB Vendor ID 

Scroll down, locate the block beginning by <key>ifdVendorID</key>, 

 

Scroll down until you reach the end of the block, 

Add 2 occurrences of the line <string>0x055C</string>. 
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3. Add mToken CryptoID USB Product ID 

Scroll down until you reach the end of the block, add the following lines: 

<string>0x0223</string> 

<string>0x0229</string> 

 

 

4. Add the names of mToken CryptoID readers 

Scroll down, locate the block beginning by <key>ifdFriendlyName</key>, scroll down 

until you reach the end of the block, and add the following lines: 

<string> Longmai mToken CryptoIDA Reader</string> 
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5. Save and restart 

Save the modified file. Exit nano and restart the computer.  

6. Validation 

Plug the reader onto a computer’s USB port, Open a Terminal window and enter the 

command pcsctest, pcsctest displays the list of connected readers (in the following 

snapshots, only one mToken CryptoID is connected), 

Enter the number of the reader you want to test (in our case, only ‘1’ is allowed), and check 

that everything is running as expected. 

 

7. In case of trouble 

If you are experiencing problem(s), you can, in a terminal, launch this command to see if 

the daemon reports any error message:  

sudo /usr/sbin/pcscd --apdu --debug --foreground 

For example you could have a syntax error inside your Info.plist file.  You may also check 

that you have a process called pcscd, if that’s the case, then the daemon is running.  
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3. About Century Longmai 

Established in 2003, Century Longmai Technology Co., Ltd is one of the most leading information 

security device vendors in China with over 12 years’ experience developing latest generation of 

digital security solutions and products for secure information access and transmission. Our 

product portfolios include PKI dongles, wireless PKI tokens, OTP tokens, smart card, smart card 

readers, electronic document protection solution, software license dongles , Smartcard readers 

and OEM services. Proved to be secure and convenient, our solutions and products are dedicated 

to help customers build safe, efficient and sustainable networks, financial systems and enjoy 

secure access to data and information everywhere whenever they want. 

 

Century Longmai Technology Co., Ltd  

3rd Floor, GongKong Building, No.1, WangZhuang Road, Haidian District, Beijing, China  

Postcode: 100083 

Tel: (86) 10-62323636 | Fax: (86) 10-62313636 

Sales E-mail: info@longmai.net  

Support E-mail: support@longmai.net 

Website: http://www.longmai.net 

http://www.longmai.net/

